MNEJATOT'AM Ob HH®OPMAIIMOHHOM BE3OITACHOCTH

Korna peusr 3axonut 00 mHGOPMAIMOHHONW O€30MaCHOCTH, OOBIYHO MBI HaYMHAEM TyMaTb O
KOMIIBIOTEpax, CETAX, HHTepHEeTe U Xakepax. Ho ans oOpa3oBarenbHON cpesbl podieMa CTOUT
HIMpe: B OTPAXICHUN Y4YaIIErocsi OT HHPOPMALIUU, KOTOpasi MOKET HETATUBHO MOBJIMATH Ha €r0
dbopMupOBaHUE U Pa3BUTHE, TO €CTh O MIPOMAraH/e pa3InYHON HAPaBIECHHOCTH.

ITonsiTue nHGpoOpMaHOHHOI 0e30aCHOCTH

[Ton wundopManoHHONW 0€30MaCHOCTEI0O TOHMUMAETCS 3AIIMIIEHHOCTh HH()OPMAIMOHHON
CHCTEMbl OT CIy4allHOrO WM IIPEJHAMEPEHHOIO0 BMEIIATEIbCTBA, HAHOCAILETO YIIepo
BJIaJIEJIbLIAM MJIH 110JIb30BaTESIM UH(OPMAIUH.

Ha IIPpaKTUKE BaYKHCHUIITUMHU SIBIISIIOTCS TPpH aCIICKTa HH(l)OpMaHHOHHOfI 0€30IaCHOCTH:

. JOCTYIIHOCTh ~ (BO3MOKHOCTH 32  pa3yMHOE BpeMs IOJNYy4YHTh  Tpedyemyro
MH(POPMALIMOHHYIO YCIIYTY);

. [IEJIOCTHOCTh (aKTYaJbHOCTh M HEMPOTHBOPEUUBOCTh MH(OPMALIUY, €€ 3alIUIICHHOCTD
OT pa3pylIeHUs U HECAHKIIMOHUPOBAHHOTO M3MEHEHUS);

. KOH(UACHIIMATBHOCTS (3aIUTa OT HECAHKIIMOHUPOBAHHOTO IIPOYTEHHS).

Hapymienust 1O0CTYIMHOCTH, LIETOCTHOCTH M KOH(HACHLIUATHHOCTH WH(OPMAIMU MOTYT OBbITh
BBI3BaHbl PA3JUYHBIMU OINACHBIMU BO3JCHCTBUSIMU Ha HMH(DOpPMAIMOHHBIE KOMIBIOTEPHbBIE
CHCTEMBI.

OcHoBHbIE YyTrpo3bl HHPOPMAIUOHHOK 0€301aCHOCTH

CoBpemenHast ”HQOpPMAIMOHHAS CUCTEMa MPEACTABISET COOO0M CI0KHYIO CUCTEMY, COCTOSIIYIO
u3 OOJBIIOTO YHUCIIa KOMIIOHEHTOB PAa3JIMYHOM CTENEeHH aBTOHOMHOCTH, KOTOPBIE CBSI3aHBI
MeX1y co0oil M oOMEHMBAIOTCS JAaHHbIMHM. [IpakThyecku Kaxabli KOMIIOHEHT MOKET
MOJIBEPTHYThCSI ~ BHEIIHEMY  BO3JCHCTBUIO WM  BBIATH U3  CcTposd.  KOMITIOHEHTHI
ABTOMATH3UPOBAHHON WH(POPMAIIMOHHON CHCTEMBI MOKHO Pa30UTh Ha CIEAYIOUINE TPYIIIIBL:
Annapammnule cpedcmea. IT0 KOMIBIOTEPBI U UX COCTaBHbIE YacTU (IIPOLIECCOPBI, MOHUTOPBI,
TEpPMUHAJIBI, TIepu(epHiiHbIe YCTPOHCTBA — MPUHTEPHI, KOHTPOJIEPHI, Ka0elu, JINHIH CBSI3U H
T.1.);

Ilpocpammnoe obecneuenue. IT0 TPUOOPETEHHBIE TPOTPAMMBI, HCXOJHBIE, OOBEKTHEHIE,
3arpy304Hble MOJYJIM; ONEPAlMOHHBIE CHUCTEMBl M CHCTEMHbIE NPOrpaMMbl (KOMIUISATOPSI,
KOMITOHOBIITKH | JIP.), YTHJINTHI, IUArHOCTUIECKHE TIPOTPAMMBI U T.11.;

/lannvle, XpaHuMble BPEMEHHO U IIOCTOSIHHO, Ha JAMCKax, (QUIdIIKax, IMeYaTHbIE, apXHBHI,
CHCTEMHBIE JKypHAIIBI U T.11.;

Ilepconan. Ilonp30BaTeny, CUCTEMHBIE aIMUHUCTPATOPHI, IPOTPAMMHUCTBI U JIp.

OmnacHble BO3/€WCTBUS HA KOMIBIOTEPHYIO HH(GOPMAIIMOHHYIO CHCTEMY MOKHO IMOJIpa3/IeinTh
Ha Cily4yaillHble M TpeJHaMEpeHHble. AHalN3 ONbITa MPOEKTHUPOBAHMsS, W3TOTOBICHHUS U
AKCIUTyaTallil MHQPOPMAIIMOHHBIX CHCTEM IIOKAa3bIBaeT, 4YTO HHQOpMAalMs IOJBEPraeTcs
pPa3IMYHBIM CIy4alHBIM BO3JEHUCTBHUAM Ha BCEX JTallax IUKIA JKU3HU cUCTeMbl. IIpnynnamu
CIIy4aiHbIX BO3/IEHCTBUMN NP IKCIUTyaTallUl MOTYT OBITh:

. aBapuitHbIE CUTYallMU U3-3a CTUXUHHBIX O€ICTBUI U OTKITIOYECHUH SJIEKTPOIUTAHMS;
. OTKa3bl U cOOU anmapaTyphl;

. OLIMOKH B IPOTPaMMHOM 00ECTIeUYeHHH;

. omnoOKy B paboTe repcoHana;

. MIOMEXH B JIMHUSX CBS3U U3-3a BO3/ICHCTBHIA BHEIIHEH CpeJIbl.

[IpennamepeHHbIe BO3ICUCTBUS — JTO IIeJIeHANIPaBIEHHbIC ASHCTBHs HapymuTens. B kauecTe
HApYIIUTEIS MOTYT BBICTYNATh CIYKallUii, MOCETUTENb, KOHKYPEHT, HaeMHUK. [leiicTBus
HAPYIIATEIIS MOTYT OBITH 00YCIIOBJICHBI Pa3HBIMH MOTHBAMU:

. HEJOBOJILCTBOM CITY>KAIl[Ero CBOCH Kapbepou;

o B3STKOMU;

. JF00OIBITCTBOM;



. KOHKYPEHTHOU 60ph00ii;

. CTPEMJICHHEM CaMOYTBEPIUTHLCS JTI000H IIEHOM.

MO>KHO COCTaBUTH TUIIOTETUYECKYIO MO/IeNb TOTEHIUATbHOTO HAPYIIUTES:

o KBaJTM(HUKAIKS HAPYIIUTENS Ha YPOBHE pa3pabOoTUMKa JaHHOW CHCTEMBI;

. HapyIIUTEJIeM MOXKET OBbITh KaK MOCTOPOHHEE JIMI0, TaK M 3aKOHHBIM IOJIh30BATEINb
CUCTEMBI;

. HaApYIIUTENIO U3BeCTHA HHPOPMAIUS O MIPUHIIMIIAX PaOOThI CUCTEMBI;

. HapyIIUTEIh BEIOMpaeT Hanbosee caadoe 3BEHO B 3alUTE.

Haubonee pacnpoCTpaHeHHBIM H MHOTOOOpPa3HBIM BHJIOM KOMIIBIOTEPHBIX HAPYIICHHMA
SIBIISICTCS. HECAHKITMOHUPOBAHHBIN JOCTYI. HecaHKIIMOHNUPOBAHHBIN JOCTYII UCIIOJIB3YET JIFOOYIO
OIIMOKY B CHUCTEME 3aIllMThl U BO3MOXKEH MPHU HEPalMOHAILHOM BBIOOpPE CPENICTB 3alllUThI, UX
HEKOPPEKTHOM YCTAaHOBKE U HACTPOMKE.

[TpoBenem KIaccH(PUKAIMIO KaHAIIOB HECAHKIIMOHUPOBAHHOTO JOCTYIA, MO KOTOPBIM MOXKHO
OCYIIECTBUTDH XUINCHNE, H3MEHEHHE WM YHUYTOKCHHUE HH(OPMALIUH:
Yepe3 uenoseka:

. XHILEHHE HOCUTENeH nH(pOopMaInu;

. 4yTeHue HH(OPMAIIMU C SKPaHA WIH KIIaBHATYPHI;

. YTeHHE NH()OPMAIIUU U3 PACTICYATKH.

Yepes npocpammy:

. nepexBaT naposiei;

. nendpoBKa 3amu@poBaHHON HHDOpMAIUK;

. KOTMMPOBaHNE HH(DOPMAIH C HOCUTEJIS.

Yepes annapamypy:

. MOJKITIOYEHUE CIIEIUATBbHO Pa3paOdOTaHHBIX AaNMapaTHBIX CPEACTB, OOECIICYMBAIOIINX
JOCTYI K HH(pOpMAIUH;

. nepexBaT MOOOYHBIX JJICKTPOMATHUTHBIX H3IyUYEHHWH OT aImapaTyphl, JTUHWH CBSI3H,

CEeTEeH IEKTPOIUTAHUS U T. 1.

Oco0060 creayer OCTAHOBUTKLCS Ha YIpo3ax, KOTOPBIM MOTYT IOJIBEPTraThCsl KOMITBIOTEPHBIE CETH.
OcHoBHasi 0COOEHHOCTH JIFOOON KOMIBIOTEPHON CETH COCTOUT B TOM, YTO €€ KOMITOHEHTHI
pacnpenenenbl B mpocTpaHcTBe. CBA3b MEXKAY y3JIaMH CETH OCYLIECTBIISIETCS (U3MUYECKU C
MOMOIIBIO0 CETEBbIX JIMHUKA M MPOrpaMMHO C TMOMOIIbI0 MexaHu3Ma cooOuieHuil. [lpu sTom
YIPaBJISIOLIUE COOOIEHUS U JaHHbIE, IEPEChIIIaeMble MEXK/1Y y3JIaMU CETH, IIEpEatoTCsl B BUJIE
nakeToB oOMeHa. KoMIbIOTEpHBIE CeTH XapaKTepHbI TEM, YTO IPOTHB HUX MPEANPUHUMAIOT TaK
Ha3bIBACMBIC YIAJICHHBIC aTaKH. Hap}IHII/ITCJ'II) MOXKCT HaXOAWUTBHCA 3a ThICAYHU KUIOMETPOB OT
aTakyemMoro oOBeKTa, MpU ATOM HAMaJCHHUIO MOXKET IMOJABEpPrarbcs He TOIBKO KOHKPETHBIM
KOMIIBIOTEP, HO U HH(OpMAaILIKs, TIEpearoIIasicsi 10 CETEBbIM KaHalaM CBSI3H.

Obecneuenue uHGOPMAIUOHHON 0€30MACHOCTH

®opmupoBaHue pexxuma HHPOPMAIMOHHOM 0e301acHOCTH — Mpobiiema KoMIIeKcHas. Mepbl o
€€ PELICHUIO MOXHO MTOPAa3/IeNINTh Ha MISITh YPOBHEH:
1. 3akonooamenwvnwiii . IT0 3aKOHBI, HOPMAaTUBHBIE aKThI, CTAHJAPTHI U T.I1.

HopmaTtuHo-nipaBoBas 0a3a onpeaenstonias nops1oK 3auTbl HHPOpMaIIH:

2. Mopansno-3muueckuii. BceBo3MOXHbIE HOPMBI TIOBE/ICHHS, HECOOIIOIEHIE KOTOPBIX BEJET
K MaJICHUIO MPECTHKa KOHKPETHOTO YEJIOBEKA WIIM LIEI0M OpraHU3aliH.

3. Aomunucmpamuenuuii. JleiictBusi o0IIero xapakrepa, MpeaIpuHIMAaeMble PYKOBOJICTBOM
opranuzaiuu. TakuMH JJOKYMEHTaMH MOTYT OBITh:

. NpUKa3  PYKOBOAWTENS O HAa3HAYCHWHM  OTBETCTBEHHOTO  3a  oOecreueHue
MH(POPMAIMOHHOH 0€30MacHOCTH;

. JOJDKHOCTHBIE  OOSI3aHHOCTH  OTBETCTBEHHOTO 3a olecrieueHne WHPOPMAIMOHHOM
0E30IMacHOCTH;

. nepeyeHb 3aMIAaeMbIX HHPOPMAIIMOHHBIX PECYPCOB U 0a3 TaHHBIX;



. UHCTPYKLHUIO, ONPEACISIONIYI0 TOPSIOK MPEJOCTaBIeHUs] HWHPOPMALUU CTOPOHHUM
OpraHM3alisIM TI0 HMX 3ampocaM, a TakXKe [0 TpaBaM JOCTyNa K HEH COTPYAHUKOB
OpraHHU3aLUH.

4. @u3uyeckuii. MexaHudeckne, 3JEKTPO- U DIICKTPOHHO-MEXaHWYECKHE TPENATCTBHI Ha

BO3MOXHBIX ITyTSAX MPOHUKHOBEHHUS IOTEHIIMATBHBIX HAPYITUTEICH.

5. Annapammuo-npozpammmuulii (3NEKTPOHHBIE YCTPOWCTBA W  CHEHUAIBHBIC IPOTPAMMBI

3alUTh MHOOPMAIIHH).

[TpuHsATHIE MEPBI TIO CO3IAHHIO 0€30MacHON HHPOPMALIMOHHOM CUCTEMBI B IIKOJIE:

. ObecrnieueHa 3anUTa KOMIBIOTEPOB OT BHEUIHUX HECAHKIIMOHUPOBAHHBIX BO3JEHCTBUI
(KOMIIBIOTEPHBIE BUPYCHI, JIOTHIECKHE OOMOBI, aTaKy XaKepPOB | T. 1I.)

o YcTaHOBIIEH CTPOTHI KOHTPOJbh 3a JJIEKTPOHHON MOYTOW, OOECIEeYeH IOCTOSTHHBIN
KOHTPOJIb 32 BXOASIIEH U UCXOASAIIEH KOPPECIIOH ICHIIUEH.

. Y cTaHOBIIEHBI COOTBETCTBYIOIINE I1ApOJIN Ha ItepcoHanbHble TTK.

. Hcnonb30BaHbl KOHTEHT-QUIBTPBL, A GUIBTPAIIMHN CAUTOB IO UX COAECPKUMOMY.

Enunas COBOKYIHOCTH BCEX JTHX MeEp, HANpaBlICHHBIX Ha IPOTHBOJACHCTBUE yrpo3am
0€30MaCHOCTH C LIEJbI0 CBEACHMUS K MHHHUMYMY BO3MOXKHOCTH yiepOa, oO0pa3yloT CHCTEMY
3aIIUTHI.

CrienuanucTbl, UMEIONINE OTHOIIEHHWE K CUCTeME 3alUThl JOJIKHBI MOJHOCTHIO MPEICTABIATh
ceOe mpuHIMIBI e¢ (YHKIMOHHPOBAHUS M B CiIydae BO3HMKHOBEHUS 3aTPYIHHTEIBHBIX
CUTyalluii aJICKBaTHO Ha HUX pearupoBarbh. [1oj 3amuTON MOJDKHA HAXOMUTHCS BCS CHCTEMa
00paboTku nHpOpMaIUH.

ﬂnua, 3aHUMaromuecs obecrnieyeHneM HH(I)OpMaHHOHHOﬁ 6630HaCHOCTI/I, JOJDKHBI HCCTHU
JIMYHYIO OTBCTCTBCHHOCTD.

Hanexxnas cucrtema 3amuThl JOJKHA OBITH IOJHOCTBIO IpOTCCTUPOBAHA M COIJIaCOBaHaA.
38.H_II/ITa CTaHOBHTCA OoJiee 3(1)(1)6KTHBHOI>1 n FI/I6KOI71, €CJIM OHa AO0IIYCKACT M3MCHCHHUC CBOHUX
napamMeTpoB CO CTOPOHBI AAMHUHUCTPATOPA.

B 3akitouenue cBoero Jokiajia XoTeaoch Obl JaTh HEKOTOPbIE PEKOMEHAAIINU 110 OpraHu3alun
pabotsl B WMH(OPMAIIMOHHOM TMPOCTPAHCTBE, UTOOBI yOepeub ceOsi M CBOMX OJU3KUX OT
MHTEPHET-TIPECTYITHUKOB.

PexoMengaumuu mo opranu3anuu padorsl B MHGOPMANMOHHOM MPOCTPAHCTBE

1. Tlepen HawasioM paOOTBI HEOOXOAMMO HYETKO CHPOPMYIMPOBATH IEAh M BOMPOC TOMCKA
uH(pOpMaLINH.

2. XKenartenpHO BhIpabOTaTh ONTUMAJIBHBIN AJITOPUTM MoMcKa UH(popMmanuu B cetu VHTEpHeT,
YTO 3HAYUTEIIBHO COKPATUT BPEMS U CHJIbI, 3aTPAYCHHBIC HA ITOUCK.

3. 3apaHee YCTaHOBUTb BpPEMEHHbIM auMHUT (2-3 wyaca) paboTbl B HHPOPMALMOHHOM
IPOCTpaHCTBE (MMPOCMOTP TeNenepeaauu, yrenue, HTepHeT).

4. Bo Bpemsi paboTbl HEOOXOIUMO JenaTh HepepblB Ha 5-10 MUHYT Al CHATUS (U3UYECKOTO
HAIPSDKEHUS U 3pUTEIbHON Harpy3KH.

5. HeoOxonumo 3HaTh 3-4 ynmpaskHEHUs Ui CHATHUS 3PUTENBHOIO HampsDKeHUs U (hu3nueckoit
YCTAJIOCTH.

6. PaboraTh B XOpOIIO TPOBETPEHHOM ITOMENICHUH, TPH ONTUMAJIbHOM OCBEIIEHUH U B
y100HOi#1 To3e.

7. He cToWUT JErKOMBICTIEHHO OOpamarbcsi O CraM-TTMCbMaMH U 3aXOJWTh Ha HeOe30IacHbIe
BeO-caiiThl. /)11 MHTEPHET-NIPECTYITHUKOB Bbl CTAHOBUTECH JIETKOM 100bIYEH.

8. Ilpu perucrtpauuu B COUMAIBHBIX CETSAX, HE YKa3bIBaT€ CBOM MEPCOHAJbHbIC JaHHEIE,
HaMpuMep: apec WA AEHb POXKICHUS.



9. He ucnonb3yiTe B JIOTUHE WJIH MapoJie IEPCOHAIbHbIC TaHHBIE.

10. Bce 3T0 MmO3BOJSET MHTEPHET-NPECTYIHUKAM IOJYYUTh JAHHBIE JIOCTyNa K aKKayHTam
9JIEKTPOHHOMN IMOYTHI, a Takke MHuuUpoBats noMaminue [1K nms BkimodyeHus ux B 60T-ceTh
WM JJIS1 TIOXUIICHUSI OAHKOBCKUX JJAHHBIX POAUTENEH.

11. Coznaiite coOCTBeHHBIH MPOQWIb Ha KOMIBIOTEpE, YTOOBI 00e30macuTh HH(OPMAIIHIO,
XPaHSIIYIOCS Ha HEM.

12. He 3a0biBaiiTe, yTo (akThl, O KOTOPHIX BBl y3HaeTe B VHTepHETE, HY)KHO OY€Hb XOPOIIO
IPOBEPUTH, €CIIM BBIOYJETE HCIONb30BaTh MX B CBOEH aomaimnHeil pabote. LlenecooOpa3no
CPaBHUTb TPH HCTOYHMKA MHGPOpMALMHU, MPEKIE YeM PELIUTb, KaKUM HCTOYHMKAM MOYKHO
JIOBEPATD.

13. O nocroBepHOCTH MH(OPMAIMHU, TOMEIICHHON Ha CaliTe MOKHO CYAMThH 110 CAMOMY CaMTy,
y3HaB 00 aBTOpax caiira.

14. Pasmemas uHpopMaiuio o cede, CBouX OMM3KUX W 3HAKOMBIX Ha CTPAHMIIAX COLMATHHBIX
ceTel, CIpOoCUTe MPEABAPUTEIILHO pa3pelieHue y TeX, 0 KoM Oyner 3ta uHpopmaIiusi.

15. He cnemyer pa3Memars Ha CTpaHUIax BeO-caliToB cBou (hoTorpaduu u dpororpaduu cBOMX
OJIN3KHUX U 3HAKOMBIX, 3a KOTOPBIC BaM IIOTOM MOIKET OBITH CTBIAHO.

16. CobmoaiiTe mpaBuiIa STUKH 1pu oOmennn B MHTEepHETE: TPyOOCTh MPOBOIMPYET APYTUX
Ha TaKoe K€ ITOBEJICHUE.

17. Ucnonmb3yst B CBOCH paboTe mMarepual, B3ATHIM U3 HHPOPMAITMOHHOTO MCTOYHWKA (KHHTA,
NepHOANYeCcKas rmevyarb, IHTEepHeT), cIeayeT yKa3aTh 3TOT UCTOYHUK WH(OPMAIIUN WK CACIIATh
Ha HEro CChUIKY, €clii MaTepuai Obl1 BaMu niepepaboTaH.



